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Cybersecurity is an 
emerging area that busi-
nesses of all kinds must 
address.  Some of the 
biggest corporations 
have been the victims of 
cyber attacks, including 
Apple, Equifax, Sony, 
Target, and more.  Law 
firms, attorneys, and 

government organizations are no exception 
to this risk and, in fact, these businesses and 
entities are prime targets for various types of 
cyber attacks.

The Ethical Rules impose a duty on law-
yers to safeguard client information. The 
duty to protect client information has long 
existed, but today’s technology requires us 
to carry out that duty in new ways.

E.R. 1.1 requires that a lawyer be rea-
sonably competent. Comment 6 to E.R. 1.1 
says that the duty to maintain competence 
includes awareness of the benefits and risks 
associated with  technology.  This responsi-
bility includes knowing how to protect digi-
tal client data and knowing how to advise 
your client about the available options and 
benefits and risks of those options. 

Attorneys must be diligent and compe-
tent in choosing their data management 
systems to protect their clients. The ABA’s 
reports and formal opinions shed some light 
on how the Model Rules impose a duty to 
protect electronic client information.  The 
ABA Commission on Ethics says “Model 
Rule 1.1. requires a lawyer to provide com-
petent representation, and [Comment 8] 
specifies that, to remain competent, lawyers 
need to ‘keep abreast of changes in the law 
and its practice.”  The Commission con-
cluded that, in the digital age, lawyers nec-
essarily need to understand basic features of 
relevant technology. That includes security 
technology.

Attorneys must be cognizant of the qual-
ity and capacity of the information manage-
ment systems they use. Further, attorneys 
have to make sure IT vendors and employ-
ees are competent as well. 

E.R. 5.3 imposes a duty on lawyers with 
direct supervisory authority over a non-
lawyer to make “reasonable efforts to ensure 
that” the non-lawyer’s “conduct is compat-
ible with the professional obligations of the 
lawyer.” 

ABA Formal Opinion 477R says:
A lawyer generally may transmit infor-

mation relating to the representation of a 
client over the internet without violating the 
Model Rules of Professional Conduct where 
the lawyer has undertaken reasonable ef-
forts to prevent inadvertent or unauthorized 
access. However, a lawyer may be required 
to take special security precautions to pro-
tect against the inadvertent or unauthor-
ized disclosure of client information when 
required by an agreement with the client or 
by law, or when the nature of the informa-
tion requires a higher degree of security.

Here are some tips for keeping that infor-
mation safe, in and out of the office: 

n  Use a two-factor authentication ap-
plication on your email and document 
management system on your phone, 
work, and personal computer. 

n  Never leave your computer or phone 
unattended in public places; even if 
you log off, hackers can access your 
files if they can access the computer.

n  Don’t save client documents to your 
desktop or personal drive; keep every-
thing safe in a document management 
system.

n  Consider investing in an email system 
that encrypts messages.

n  Don’t send text messages containing 
confidential client information. If 
your clients prefer to communicate via 
text, use an application that encrypts 
messages. 

n  Consider arranging cybersecurity 
training for other attorneys and non-
attorney employees in your office.

n  Clients trust their attorneys to keep 
their information safe; it is important 
to remain diligent in doing so even 
when the medium in which informa-
tion is stored and transmitted is ever-
changing.  n
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This unique museum opened in 2012 and is centered around a restored 
cellblock on the sixth floor of Maricopa County’s Historic Courthouse – the 

Courthouse has been renovated to its 1929 grandeur. While visiting the museum 
you will get a sense of Maricopa County’s legal history, its court cases and 

important elements of the Rule of Law, including individual rights and liberties 
guaranteed in the United States and Arizona Constitutions. To our knowledge, 

it is the only such museum in an active courthouse in the country.

VISIT THE

STAFFED FROM NOON-1 P.M., MONDAY-THURSDAY

LOCATED ON THE 6TH FLOOR OF THE OLD COURTHOUSE 
125 W. Washington, Phoenix
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Check out maricopabar.org/events and watch your 
inbox for the latest updates on dates, times,  

and locations for events and meetings.

REGULAR HOURS WILL RESUME SOON


